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RULES FOR USING THE TOKEN

GENERATED FOR THE CORPORATE BANK
CARD

of AO UniCredit Bank

OBLLUUE NOJNIOXEHUA

GENERAL PROVISIONS

Monb3oBaHne ToKkeHOM B MNOpsiAKe, YCTAHOBMEHHOM  HaCTOALLMMMU
[MpaBunamu 1 ycnoBusimm norib3oBaTeNbCKOro COrMalleHnsi, 3aKno4eHHOro
vexay [Hepxatenem wu [lposBavgepom, o3HayaeT, 4To [epxatenb
MOSTHOCTLIO MPUHUMAET W MPUCOEAMHAETCA K yKadaHHbIM [OKYMEHTaM u
noaTBepXdaeT, 4YTO neped co3faHveM TokeHa OH Mofyyun cormacue
KnneHTta Ha cosgaHve u ncnonb3osaHne TokeHa Kk KapTe, BbinyLLEeHHON Ha
ero ums no 3asaenexnto KnuexTa.

Ycnosusa 1 nopsagok ncnonb3osanns MNpunoxexnnsa Mup MNen HaxoasaTcsa BHe
cepbl OTBETCTBEHHOCTU 1 KOHTponsi baHka. Bce Bonpockl No ycnosusim 1
nopsaKy ucnonb3oBanusa epxatenem lMpunoxenua Mup MNen Oepxartens
pa3peLuaeT ¢ [TpoBarigepoM camoCTOATENBHO.

Using a Token in the manner prescribed by these Rules and the terms
and conditions of the user agreement entered into by and between the
Holder and the Provider means that the Holder fully accepts and
adheres to the specified documents and confirms that, before
generating the Token, he/she has obtained the Customer's consent to
the generation and use of the Token for the Card issued in his/her name
at the Customer's request.

The terms and conditions of using the Mir Pay Application are beyond
the Bank's area of responsibility and control. The Holder shall resolve
all issues regarding the terms and conditions of using the Mir Pay
Application with the Provider on his/her own.

TPEBOBAHUSA K MOBUNbHOMY YCTPOWUCTBY OEPXATENS

REQUIREMENTS FOR THE HOLDER'S MOBILE DEVICE

Ons co3paHus TokeHa u ocyuwectBneHuss Onepauuii no Kapte c ero
NPUMEHEHNEM  BO3MOXHO  UCMOMb30BaTb  MOOWNbHOE  (HOCMMOE)
ycTtporictBo [lepxatens (cMapTdoOH, KOMMYHMKaTOp, MNaHWeETHbIV
KOMMblOTEP, 4Yackl, Gpacnet, Gpenok u T.n.), oTBeYawLlee Creaylwum
TpeboBaHusAM:

v yCTaHOBMEHHOI Ha Hero onepauyoHHoi cuctemolt Android;
v nogaepxxkon TexHornorum NFC;

v/ BO3MOXHOCTbHO BbIX0Aa B CeTb VIHTEpHET;

v/ yCTaHOBMEHHbLIM Ha Hero Mpunoxexnem Mup Mein.

To generate a Token and to make Card Transactions using the same,
the Holder's mobile (portable) device (smartphone, communicator,
tablet computer, watch, bracelet, keychain, etc) that meets the following
requirements can be used:

v'Android OS installed thereon;
v'NFC technology supported;
v'Internet access;

v'Mir Pay installed thereon.

NOPANOK CO30AHUA TOKEHA

TOKEN GENERATION PROCEDURE

TokeH mMoxeT ObITb cO34aH TONbKO K AevcTylowen KapTte, noa kotopon
noHumaeTcs BbinylleHHas baHkom akTnBupoBaHHasa Kapta ¢ He ucTekwmm
CPOKOM AEeVCTBUS 1 He 3abnokvpoBaHHasa baHkom.

Onsa cospaHus TokeHa [epxaTenb ycTaHaBMBaeT Ha CBOE MOOWNbHOe
yctporictBo [MpunoxenHne Mwp [Melr 3 odwuuManbHOrO UCTOYHMKA
MpoBaiigepa B COOTBETCTBUM C MHCTPYKUMsSMU MpoBaiiaepa, ykasaHHbIMU
B 9KpaHHbIX dopmax (OKHax w/vnn CcTpaHuuax B 3MeKTPOHHOM BuAe)
Mpunoxenunst Mup Men.

B uenax odopmneHus 3asBkM Ha co3gaHue TokeHa [epxatento
Heobxoaumo BBecTu B [NpunoxeHne Mup lNen PekBusnTbl KapTbl: Homep
KapTbl, cpok ee pgeincteus, ums u cdamunuio Oepxatens KapTbl (kak
ykasaHo Ha Kapte), kog 6e3onacHoctu Kaptel (CVC/CVV — kog), a Takxke
noaTBeEpAWTL CBOE CoOrfacnMe C  COOTBETCTBYHLUMMW  YCIOBUSMU
nonb3oBaTenbCKOro cornaweHus [lMpoBangepa, a Takke HaCTOSLUMMMU
Mpasunamu.

OcbopmneHune 3asiBKM Ha co3gaHve TokeHa [0SMKHO ObiTb NOATBEPXOEHO
0HOPa30BbIM KOAOM, Nosfly4YeHHbIM [epxaTtenem oT baHka B cnepgytouiem
nopsiake:

- [epxatenb nony4yaeT o4HOPa30BbIi Naposib, OTNPaBNeHHbI BaHkom Ha
Homep MobGunbHoro TenedoHa [epxaTens, ykasaHHbI B 3asBneHnn Ha

A Token can only be generated for a valid Card, which is understood to
be an activated Card issued by the Bank, not expired and not blocked
by the Bank.

To create a Token, the Holder shall install the Mir Pay on his/her mobile
device from the Provider's official source in accordance with the
Provider's instructions specified in the on-screen forms (windows and/or
pages in electronic form) of the Mir Pay.

In order to submit an application for generating a Token, the Holder must
enter the following Card Details in the Mir Pay: Card number, Card
expiry date, Card Holder first and last name (as indicated on the Card),
Card security code (CVC/CVV code), and confirm his/her acceptance of
the relevant terms and conditions of the Provider's user agreement, as
well as these Rules.

The application for generating a Token must be confirmed by a one-time
code received by the Holder from the Bank in the following order:

- the Holder receives a one-time password sent by the Bank to the
Holder's mobile phone number specified in the Card Issuance
Application or the Application for the Provision of Information on the
Corporate Bank Card of AO UniCredit Bank;




Bblinyck KapTbl unu 3asBneHnvM Ha npegocTaBneHne uHdgopmauum no
KopriopaTuBHol 6aHkoBckoi kapte AO KOHUKpeauT baHka;

- [epxaTenb BBOAWT YKasaHHbLIN Maponb B COOTBETCTBYMOLLEe norne
MpunoxeHns Mup lMen;

- aBTOMaTM3npoBaHHas npoBepka napons MNpunoxenvem Mwup lNen paet
NONOXNTENbHbIN pe3ynbTar.

Mocne noaTteepxaeHus [epxatenem 3asiBkKM Ha co3fgaHue TokeHa B
MpunoxeHun Mup lMNen, MpoBanaep co3naeT ana epxatensa TokeH. TokeH
3anncbiBaeTCs U XpaHWUTCA [0 MOMEHTa ero yganeHuss B namsit
MpunoxeHust Mup Men Ha mobunbHoMm ycTpoiicTBe [epxatens. CBegeHus
0 co3gaHHOM K 3anucaHHoM TokeHe nepepatoTcs NMposangepom B baHk B
aBTOMaTM4YECKOM PEXUME.

Cpok gevicteusa TokeHa cocTasnseT 3 (Tpu) roaa, no MCTeYeHUN yKazaHHOTo
cpoka TokeH aBToOMaTU4ecKku nepesbinyckaeTcs. py 3ToM Npu UCTe4eHUn
cpoka gevicteust KapTbl Cpok Aencteus TokeHa npekpaliaeTcs.

MpoBangep Brnpase oTkasaTtb B co3gaHuun TokeHa,
3abnokvpoBaTb/aHHyNMpoBaTk TOKEH, B TOM YWCIe B CriyYae U3MEHeHUst
cTaTtyca KapTbl, C ncnonb3oBaHWeM KOTopow 6bln co3gaH TokeH, BkoYas
OKOHYaHve cpoka gewcteus KapTbl, oTka3 oT mucnonb3osaHus Kaptel 1 B
Apyrnx crniyyasx cornacHo ycnosusam lNpoeangepa.

- the Holder enters this password in the corresponding field of the Mir
Pay;

- the automated password verification by the Mir Pay gives a positive
result.

After the Holder confirms the application for generating a Token in the
Mir Pay, the Provider generates the Token for the Holder. The Token is
recorded and stored until it is deleted in the memory of the Mir Pay on
the Holder's mobile device. Information about the generated and
recorded Token is transferred by the Provider to the Bank automatically.

The Token is valid for three (3) years, thereafter the Token is
automatically reissued. In this case, after the Card expires, the Token
is no longer valid.

The Provider may refuse to generate a Token, block/cancel the Token,
inter alia, in the event of a change in the status of the Card with which
the Token was generated, including the Card expiration, refusal to use
the Card, and other cases in accordance with the Provider's terms and
conditions.

OBLUME NMPABUIIA COBEPLLEHUA
MCMNOJIb3BOBAHUEM TOKEHA

OMEPALIUA C

GENERAL RULES FOR MAKING TRANSACTIONS USING A TOKEN

Mo cornacosanuto ¢ KnueHtom [epxatens MOXeT:
- WHWuuvpoBaTb cosfaHve TokeHa k Kapre,
Depxatens, B MpunoxeHun Mup Mewn;

- OCyLLEeCTBNATb ynpasneHne TokeHoM u coBepiate Onepauum no Kapte ¢
€ro MCnonbL3oBaHMEM B COOTBETCTBUM C MpaBuiaMu, YCTAHOBIIEHHBLIMU
[MpoBangepowm;

- ocywectBuTb GrnokmpoBKy / pa3bnokupoBky TokeHa (nNpuocTaHoBUTb /
BO306HOBWTL coBeplueHne Onepauui no KapTe ¢ ucnonb3oBaHWeM
TokeHa);

- yganutb TokeH u3 Mpunoxenus Mup lMen.

BbIMYLLEHHON Ha WUMs

Mpu coeepweHnn Onepaumii no Kapte ¢ ucnonb3oBaHuem TokeHa
HeobxoaMMOo Cou3MepsATb CYMMY MIIaHNPYEMOW onepaummn Takum obpasom,
4YTOObI NPY NOCNEeayoLLEM OTPAXXEHNM CYMMbI 3TON onepauum no CyeTy He
[onycTUTb Nepepacxofa CpeacTs.

Mepen nognucaHnem cnuna unm Yeka KaccoBOro TepMuHana HeobxoaMmo
NpPOBepPSATb NPaBUMNbHOCTb CREAYIOLNX AaHHbIX:

a) cymmy onepauuu, ykasaHHyto B rpade «MToro/Totaly;

©0) BantoTy onepauuy;

B) AaTy onepauuu;

r) Homep KapTbl;

[) Ha3BaHue TOpProBOro/CepBMCHOTO MPEeANPUATUA unu 6axka.

MoanuckiBas cnun/yek, [epxatenb npusaHaeT NpaBUnbHOCTb yKka3aHHOW B
HEM CyMMbl. ,D,ep)KaTenb AOMMKeH Nony4vYnuTb OAHY KOMuio OCbOpMI'IGHHOFO
Yeka/cnvna.

Upon agreement with the Customer, the Holder may:

- initiate generation of a Token for the Card issued in the Holder's name
in the Mir Pay;

- manage the Token and make Card Transactions using the same in
accordance with the rules established by the Provider;

- block/unblock the Token (suspend/resume Card Transactions using
the Token);

- delete the Token from the Mir Pay.

When making Card Transactions using a Token, one should weigh the
amount of the expected transaction in such a way as to avoid
overspending when subsequently reflecting the amount of this
transaction on the Account.

Before signing a slip or a point-of-sale terminal receipt, the following
data should be verified:

a) transaction amount specified in the "Total" column;

b) transaction currency;

c) transaction date;

d) Card number;

e) name of the trading/service enterprise or bank.

By signing the slip/receipt, the Holder acknowledges that the amount
indicated therein is correct. The Holder must receive one copy of the
slip/receipt issued.

NMPABWUJIA BE3OIMNACHOCTU

SECURITY RULES

[ns npepoTBpalLeHnst HE3aKOHHOTO MCMonb3oBaHus TokeHa [epxaTtento
Heobxoanmo:

- XpaHUTb W KWCMNonb3oBaTb TOKEH B COOTBETCTBMU C  YCIOBUSIMU
Monb30BaTENbCKOrO COrMalleHusi, 3akmnodeHHoro mexay [epxatenem u
MpoBangepom;

- XpaHuTb WHdopmauuio o TokeHe (nocnegHve 4eTbipe cuUMBONA
naeHtudukatopa TokeHa B [MpunoxeHun Mup [Meit) n npepocTaBnaTb
OaHHyto nHcpopmaumio B BaHk no nepsomy TpeboBaHuio baHka;

- npeanpuHUMaTb AOCTaToO4Hble Mepbl no obecneyeHuto
KOHCbI/I,U,eHLWIaJ'IbHOCTI/I TokeHa n no npegorepalleHunto yTpaTbl MOBUnbLHoOro
ychOVICTBa, C NOMOLLbK KOTOPOro ncnonb3yeTca TokeH;
- co3fgaBaTb TOKEHbl Ha MOBUIbHBLIX ychOVICTBaX,
UCKNIOYNTENBHO ,Elep)KaTeneM;

- npeanpMHMMaTb AOCTaTOYHbIe Mepbl NO obecneyeHnto MH@OpMaLI,MOHHOVI
6e30nacHOCTM MOBUNBHOIO ychOI;ICTBa, B TOM 4uCle He yCTaHaBMBaTb Ha
MobunbHoe yCTpOVICTBO NpuUNoXXeHna wm3 WUCTOYHUKOB, onpeaeneHHbIM
MOBUIBHBIM yCTpOI;ICTBOM KaK «Hen3BeCTHbIE»,;

ncnonb3yemblx

To prevent illegal use of the Token, the Holder must:

- keep and use the Token in accordance with the terms and conditions
of the user agreement entered into by and between the Holder and the
Provider;

- store information about the Token (the last four characters of the Token
identifier in the Mir Pay) and provide this information to the Bank
immediately upon request by the Bank;

- take sufficient measures to ensure the confidentiality of the Token and
to prevent the loss of the mobile device with which the Token is used;

- generate Tokens on mobile devices used by the Holder exclusively;
- take sufficient measures to ensure the information security of the

mobile device, among other things, not installing applications on the
mobile device from sources defined by the mobile device as "unknown";




- B Cnyyae yTpaTtbl U/unum koMmnpomeTauum MoburbHOro ycTponcTBa, Ha
KOTOpoM ycTaHoBrneHo [lpunoxeHne Mwup [lelt C¢ aKTMBMPOBAHHbLIM
TOKeHOM, UM KOMMpoMeTauun PeKkBM3NMTOB TOKeHa HesdameanuTenbHO
obpatutbca B baHk ans 6nokupoBaHusi TokeHa Mo TenedoHy +7
(495) 956-36-36 (kpyrnocyto4Ho) unu 8-800-200-10-20 (6ecnnaTHo
npu 3BoHKax no P®).

- 0O nepegayv MOBWNBHOrO YCTpoOWCTBa TpeTbemy nuuy nubo MHomy
KOHTponupyemomy [lepxatenem oT4yxaeHuo MoBUnbHOro ycTponcTea 3
CBOEro BnageHus/nonb3oBaHus, obpatntecs B baHk ans GrnokvposaHus
TokeHa no TenedoHaM, ykazaHHbIM BbILLE;

- He NpousBOANTb OEWCTBUSI C MOBUMBHBIM YCTPOWCTBOM, KOTOPbIE MOTYT
NpMBECTU K MOMy4yeHuo mMobbiX paclIMpeHHbIX NpaB MNonb3oBaTensi ¢
BO3MOXHOCTbIO BHECEHUSI UBMEHEHWI B YCTaHOBIIEHHOE MPOU3BOAUTENEM
MoBunbLHOro ycTpoicTBa nporpamMmmHoe obecrneyeHue.

- in case of loss and/or compromise of the mobile device where the Mir
Pay with an activated Token is installed or compromise of the Token
details, immediately contact the Bank to block the Token by phone at +7
(495) 956-36-36 (24/7) or 8-800-200-10-20 (free for calls within
the Russian Federation);

- before handing over the mobile device to a third party or other
alienation of the mobile device controlled by the Holder from its
possession/use, contact the Bank to block the Token using the phone
numbers indicated above;

- not take actions with the mobile device that may result in obtaining any
extended user rights with the ability to modify the software installed by
the mobile device manufacturer.




